
FortiManager 4.3.7, 5.0.6, 5.2.0 protocol & port usage, and session establishment diagram (v1.4) 
The arrows represent session establishment direction, and not necessarily data flows. 
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Note: If the optional upstream FMG 
server is not used, then all 
communications to pubic FortiGuard 

servers are via TCP 443 only. 
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                       Slave 
 
Note: The Slave will access the 
upstream FMG server or public 
FortiGuard servers using the same 
ports and methods as the Master. 
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HA 

SSL TCP 5199 

FDS:  UDP 9443, TCP 8890/443 

FGD: UDP 53, 8888, 8889 

Device Discovery and Management (FGFM 

protocol)  SSL TCP 541 

SSH  and Telnet might be used on 4.2 & 4.3 

devices for a one-time activation of the central-

management setting. 

Shelf Management: 

SoL UDP 623 

Register & Configuration: TCP 6020 

Keep-Alive: UDP 6023 

Keep-Alive ACK and Configuration Update 

Announcements: UDP 6022 
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FC FDS : TCP 80 (configurable) 

 

FC FGD : UDP 53/8888 

 

 

 FortiAnalyzer 

Syslog: UDP 514 

 

TCP 514/8080 (FMG 4.2.x) 

 

Web Portal  

+ 

FortiConsole Java 
Client (4.3 only) 

+ 

JSON SDK API  

XML SDK API 
(WSDL - Web 

Services Description 
Language) 

HTTP/HTTPS : 

TCP 80/443 

Web Services 

SOAP/WSDL: 

SSL TCP 8080 

 

FortiMail 

SSH TCP 22 (FMG 4.3) 

FAZ logging (5.0 and later): TCP 514, UDP 514.  

If IPSec encrypted: UDP 500, 4500 

Abbreviations Legend : 
 
FGT = FortiGate 
FMG = FortiManager 
FC    = FortiClient 
FDS  = Anti-Virus/IPS FortiGuard Service  
FGD = Web-Filtering/Anti-Spam FortiGuard Service 
FDN = Fortinet Distribution Network (public 
FortiGuard servers) 
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TCP 443 
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